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Hallucination Jailbreaking Deep Fakes
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The moon is Sure,
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HALLUCINATION

Al generates confident but factialy incorrect
or nonsensical responses, aspecially repctitus ones.

Z=XN: https://brandonai.tistory.com/94  ZX|: https://www.arthur.ai/blog/from-jailbreaks-to-gibberish- Z=X: https://warroom.armywarcollege.edu/articles/deep-fakes/
understanding-the-different-types-of-prompt-injections
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Risk
Management
Lifecycle(Process)

Risk Assessment

sk
Identification

RECORDING & REPORTING

MONITORING & REVIEW

COMMUNICATION & CONSULTATION

Risk Identification

Buildings

= EN81/EN115- Lifts

?
IEC 61508

b

9’ @

Household

= IEC60335 - Household
appliances
= IEC60730 - Motor control

Industrial

= IEC 61496-1 - Electro-sensitive protective
equipment/light barrier

= IEC 611316~ Programmable controllers

= IS0 13849 - Safety control systems

= IEC 61800-5-2 - Electrical power drive systems

= 150 13850 - Emergency stop

= IEC 62061 - Machinery

= IS0 10218 - Robots

Medical

= IEC 60601 - Medical devices
* |EC 62304 - Medical device software

>

Transportation
= ENS012x- Railway applications

1S0 26262 - Road vehicles

= 15025119 Tractors and machinery for

agriculture and forestry

= 15015998~ Earth-moving machinery

Energy

1EC 62109 - Energy delivery

* 1EC 61513 - Nuclear power

|EC 50156 - Furnaces

* IEC 61511 - Industrial processes

Risk Analysis

>

/_\

Map Measure
Context is Identified risks
recognized and are assessed,
risks related to s
analyzed, or
the context are tracked
identified

Manage
Risks are prioritized
and acted upon
based on a projecte:

impact

Risk Assessment

Risk Mitigation

ORGANISATIONAL
LEVEL

SYSTEM
LEVEL

>O>

Iteration

ISO FOR Al MANAGEMENT
42001, 42005 + 23894

ISO/IEC 42001: Al MANAGEMENT SYSTEM

ISO/IEC 42001, CLAUSES 4-10

ORGANISATIONAL OBJECTIVES
ISO/IEC 23894 4, ANNEX A)

RISK MANAGEMENT
ISO/IEC 23894 6.1

RISK ASSESSMENT
ISO/IEC 23894 6.4

POTENTIAL
EVENT/S
ISO/IEC 23894
(6.4.2.4)

IMPACTTO
ORGANISATION

ISO/EC 23894

IMPACT TO IMPACT TO I LIKELIHOOD OF RESULTS OF RISK
INDIVIDUALS SOCIETY % OCCURRENCES __ ‘5555::“35:;:0“'
ISO/IEC 23894 ISO/IEC 23894 % ISO/IEC 23894 e
(6.4.2.4) (6.4.2.4) (6.4.2.4) (6.4.3.3) {E.G. TOP CONCERNS

ABOUT AN Al SYSTEM)
ISO/IEC 23894
(6.4.4,6.5,6.6,6.7)

Al SYSTEM IMPACT ASSESSMENT

ISO/IEC 42005
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| #Hlel =Y, EU & ot=

EU2| Al A
Unacceptable risk <:j i> hi“’:'z:;'ﬁn
Prohibited dark-pattern Al,manipulation General PU"PUSE Al

Notification Bodies
High risk Education, Entry into Governance * High-risk Al systems
) employment, justice,
Conformity Assesment immigration, law fo rce
Limited risk Chat bots, deep fakes,
emaotion recognition
Transparency systems

GPAI Code of Practice 2H('25.8.), LHE 80| D9IHAl M= 25 oIF

Penalties (Appendix 1)

+24

months
02.08.2026

+6

months
02.02.2025

Spam filters
Code of conduct Video games

01.08.2024

+12

months
02.08.2025

+36

months
02.08.2027

« Prohibited Al practices e High-risk Al systems
Al Literacy (Appendix I1I)
* Low and minimal risk Al
systems
* regulatory sandboxes
established
* Other commitments
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| OECD2} G7

Hiroshima Process, Code of Conduct

2311, G7 3|22 E8f KHEf=l Asx|xIS
S|l2A0t TRMARN MG

[j i Hiroshima Process International
72023

Code of Conduct for Organizations

| HIR@SHIMA
| summIT

Developing Advanced Al Systems

On the basis of the Hiroshima Process International Guiding Principles for Organizations Developing
Advanced Al systems, the Hiroshima Process International Code of Conduct for Organizations
Developing Advanced Al Systems aims to promote safe, secure, and trustworthy Al worldwide and
will provide voluntary guidance for actions by organizations developing the most advanced Al

systems, including the most advanced foundation models and generative Al systems (henceforth

"advanced Al systems").
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September 2024

GOVERNING
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Terms of reference and modalities for the establishment and
ioni i Scientific Panel on

Artificial Intelligence and the Global Dialogue on Artificial
Intelligence Governance
The General Assembly
tion 79/1 of 22 September 2024, entitled “The Pact for the
e, includ inex thereto entitled “Global Digital Compact”, ' in which the

General Assembly decided 1o establish a multidisciplinary Independent International
Scientific Pancl on Artificial Inte  and initiate a Global Dialoguc on Artificial
Intelligence Governance, bearin present resolution, as well as the
activities of the Pancl and the Dialoguc are limited to the non-military domain and do
not refer to artificial intelligence for milita

United Nations Anous

'24.9.

General Assembly Distr: Limited

18 August 2025

Original: English

AIX|DAIR7 |2 HOM 2UE

ling also its resolutions 77/320 , 78721
of 21 March 2024, 78/311 of 1 July 194 of 19 December

shes, within the United Nations, the multidisciplinary Independent
rnational Scientific Pane with balanced geographic
rising 40 members, serving

Cloz s HETtRHE|
40012 SRS DN 4, - -
i scientific ynthe: and analysing
— e g rescarch related to the opportunitics, risks and impacts of artificial
M H A O A=l RS SR E e

of independence, scientific credibility and rigour, multidisciplinarity and inclusive

participation;

t two Co-Chairs from among its members, one from a developed
¢ from a developing country, and up to three Vice-Chairs, taking into
phical and gender balance;

Al =& H[IpetniE 28 =T
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| SAFETY SUMMIT

STED BY THE UK | 1-2 NOVEMBER 2023

SOMMET
rour L'ACTION

. Al SEOUL
e SUMMIT

Q‘ = 21-22 MAY (EE)

Hosted by the Republic of Korea and the United K

AISEOUL > AIGLOBAL
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APEC, Al Initiative
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Capabilities of general-purpose Al

11. How general-purpose Al is developed
1.2. Current capabilities
1.3. Capabilities in coming years

Risks

2.1. Risks from malicious use
2.11. Harm to individuals through fake content
2.1.2. Manipulation of public opinion
2.1.3. Cyber offence
2.1.4. Biological and chemical attacks

2.2. Risks from malfunctions
2.2.1. Reliability issues
2.2.2.Bias
2.2.3. Loss of control
2.3. Systemic risks
2.3.1. Labour market risks
2.3.2. Global Al R&D divide
2.3.3. Market concentration and single points of failure
2.3.4. Risks to the environment
2.3.5. Risks to privacy
2.3.6. Risks of copyright infringement
2.4. Impact of open-weight general-purpose Al models on Al risks

Technical approaches to risk management

3.1. Risk management overview
3.2. General challenges for risk management and policymaking
3.2.1. Technical challenges for risk management and policymaking

3.2.2. Societal challenges for risk management and policymaking
3.3. Risk identification and assessment

3.4. Risk mitigation and monitoring
3.4.1, Training more trustworthy models
3.4.2. Monitoring and intervention

3.4.3. Technical methods for privacy

The Singapore Consensus on
Global Al Safety Research Priorities

Building a Trustworthy, Reliable and Secure Al Ecosystem

8 May 2025

Global ICT Standards Conference 2025

1 Risk Assessment

1.1 Audit techniques and benchmarks

1.2 Downstream impact assessment and forecasting
1.3 Secure evaluation infrastructure

1.4 System safety assessment

1.5 Metrology for Al risk assessment

1.6 Dangerous capability and propensity assessment

1.7 Loss-of-control risk assessment

3 Control: Monitoring & Intervention
3.1 Al system monitoring
3.2 Al ecosystem monitoring

3.3 Societal resilience research

14 -
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Academic/Al industry

Al Safety Institute
Model Behavior

Benchmark, Dataset based
Evaluation, Red-teaming

Traditional
Industry

Al System

Functional Safety,
Traditional System Safety,
Safety lifecycle

N\

Global Society

Governance
and
Process

Regime/principle based
best practices
Ex) OECD/G7 HAIP

+ Private sector framework
Ex) OpenAl “Preparedness
Framework”, Anthropic
“Responsible Capability
Scaling”, NAVER “Al Safety
Framework”, etc

- 15 -
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Academic/Al industry Standard
Al Safety Institute ISO/IEC, IEEE, De-facto

Model Behavior

Benchmark, Dataset based
Evaluation, Red—-teaming

Global Society

Governance
and
Process

Regime/principle based
best practices
Ex) OECD/G7 HAIP

+ Private sector framework
Ex) OpenAl “Preparedness
Functional Safety, Framework”, Anthropic
Traditional System Safety, “Responsible Capability
Safety lifecycle Scaling”, NAVER “Al Safety
Framework™, etc

Traditional
Industry

Al System

- 16 -
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